So you want to read a
BuffCard

Several student projects desire using a BuffCard for authentication. Most commonly, | have seen
these sorts of projects for secure bike locking.

Cheap RFID reader
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| set out to see if this is possible with a cheap Amazon RF ID-RC522 like these ones that average <
$5 a pop:

Results

Sponsored @
HiLetgo 3pcs RFID Kit - Mifare RC522 RF IC Card Sensor Module + 550 Blank Card + Key Ring for Arduino
Raspberry Pi
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HiLetgo RFID Kit - Mifare RC522 RF IC Card Sensor Module + S50 Blank Card + Key Ring for Arduino
Raspberry Pi
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Sponsored
6-Pack Mifare RC522 RFID Kit, with S50 Cards, Keychains
MFRC522 chip, 3.3V, SPI interface, compatible with Arduino and Raspberry Pi
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FREE delivery Tomorrow, Oct 13
Only 15 left in stock - order soon.
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In less than 10 minutes, | was able to read in my ID. This board uses 3.3V, and 5V could
destroy it permanently! (note | did not test this, | didn't feel like breaking it)

Library used: MFRC522 by GithubCommunity
Note on pinout: | used every pin except for IRQ (interrupt)

Note on frequency: This reader reads 13.56MHz...I tested a few random RFID cards | had laying
around, and only the 13.56MHz cards were read by the RFID reader.

Note on range: the card needed to be held VERY close, about 1cm away from the reader.
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MFRC522 by GithubCommunity
1.4.12 installed

Arduino RFID Library for MFRCS22 (SPI)

te a RFID Card or Tag using the 150/
JAMIFARE interface.
More info
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Example sketch used: Dumplinfo.ino

Output looks like this (don't forget to open your Serial monitor and make sure that baud rate on
dropdown menu matches baud rate specified in code):

npirto | Ardune 1DE 2.3, 10
Edit Sketch Took Hetp

¥ Arduino UnG

Dumpinfo.ing
8 { Nk
%

* RST/Reset RsT

9 2 P e
3;.: :;i ::J‘SI SDA(S5) 16 pil ;’:u it ol
B s ﬁ‘;" 11 f I¢5p-4 51 Ik AL 18
33| spr g r.,;,a 12 / 1CsP-1 50 D12 TCsP-1 ::
mnf 13 f ICSP-3 53 o

N g k] Iesp. 3 s

:;: 'I"ME Pin layouts for other boards can be found

37

hera: Inr;g-,;-".-'nI_t_Iggm.n;_:-_.;'-gjg.ei_tﬂi__m.ia.-ﬁdppi.:-|.m-.u.r
38 #include <SPI. My
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It would be straightforward to integrate this into a project where you write code to ask Arduino to
perform a certain task (release a solenoid lock, move a servo...) for a specific Card UID.
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Adafruit PN532

Next | tried the Adafruit PN532 RFID/NFC Shield. It also measures at 13.56 MHz, and communicates
over SPI (like the cheap Amazon reader tested above) as well as 12C. If you want to use SPI (which
they recommend), you need to close two jumpers on the shield (SEL1 and SELO). | was lazy and
decided to leave them open, which puts the board in 12C mode.

Library used: Adafruit PN532

Example sketch used: readMifare.ino **Since | chose to use 12C, | had to comment out the lines
declaring pins for use with SPI (lines 42-45), as well as the SPI connection (line 56). | had to
uncomment the line for initializing for I12C (line 65).**

Output looked like this: (for a 13.56MHz RFID card):

readMifare | Arduino IDE 2.3.10
File Edit Sketch Tools Help

readMifare.ino
35
16 e /
37 #include <Wire.h>
38 #include <SPI.h>
39 #include <Adafruit_PN532.h>

48

41 e breakout with SPI, define the pins for SPI communication.
42 SCK (2)

43 (

44

45 N

46

47 // If using the breakout or shield with I2C, define just the pins connected
48 // to the IRQ and reset lines. Use the values below (2, 3} for the shield!
49 #define PN532_IRQ  (2)

5@  #define PN532_RESET (3) // Not connected by default on the NFC Shield

51

52 // Uncomment just _one_ line below depending on how your breakout or shield
53 // is connected to the Arduino:

54

55 // Use this line for a breakout with a software SPI connection (recommended):
56 // Adafruit_PN532 nfc(PN532_SCK, PN532_MISO, PN532_MOSI, PN532_SS);

57

58 // Use this line for a breakout with a hardware SPI connection. MNote that
5o // the PN532 SCK, MOSI, and MISO pins need to be connected to the Arduino's
60 / hardware SPI SCK, MOSI, and MISO pins. On an Arduino Uno these are

61 // SCK = 13, MOSI = 11, MISO = 12. The SS line can be any digital I0 pin.
62 / fadafruit_PN532 nfc(PN532_55);

Output  Serial Monitor X

Found an I5014443R card
UID Length:
UID Value: 0x%E 0x21 O0xF& 0x0OC

bytes

Seems to ke a Mifare Classic card (4 byte UID
Irying tc auther

Sector 1

Ri

Buffcard output looked similar (I am omitting my entire UID):
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Found an IS014443A card
UID Length: 7 bytes
UID Value: 0x04 ......

Range: The range on this reader was slightly better than the cheap amazon reader. | was able to
read my buffcard at a distance of ~ 2", which is better than 1cm. It's possible that for longer
distances, an active tag is required (battery powered).

Success!

So which one should a student buy?

Honestly, for most projects, the cheap Amazon reader seems sufficient. There was no noticeable
difference in acquisition time, accuracy, or how far away you can hold the card and get a reading
(slightly better distance for the Adafruit reader: 2" vs 1cm). The Amazon reader uses 3.3V, not
5V. | did not test with 5V to see if it could handle the voltage. | didn't feel like potentially breaking
it.
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