Linux TigerVNC Connection
Guide

Introduction

Access to the Cadence server gives you your own Linux desktop that lives on a machine in our data
center instead of on your workstation. You reach it over an encrypted SSH tunnel, and your session
keeps running after you disconnect! Start a design verification check, close the window, reconnect

from somewhere else, and it's still there exactly the way you left it.

You don't need to install TigerVNC on your computer to use the Cadence server, you can also
connect right from your web browser

(see our guide here). But if you want the most complete remote desktop experience, TigerVNC may
be worth the extra setup. It gives you full keyboard control, so all keyboard shortcuts can go to the
remote desktop instead of your web browser, full screen on multiple monitors, and a smoother
copy and paste clipboard between your computer and the remote desktop.

This guide walks through accessing the server from start to finish and provides troubleshooting tips
for common issues. The first time takes multiple steps, mostly figuring out what your remote
desktop port is for TigerVNC. After that it's two steps and you're in.

Before you start

e You need access to the server. If you are looking to get access, email

itlpithelp@colorado.edu. Include information such as the ECEN Course # you are taking
that will be using the Cadence Tools. Researchers - please let us know which research lab
you are affiliated with.

e You need to be on the campus network, either connected to CU Secure WiFi or
connected to the CU VPN.

e You'll use your identikey username and password - the same credentials you use
for other services on campus. There's no separate account for this server.

1. Install a VNC viewer

Use TigerVNC's viewer, it's in almost every distribution's repository:
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# RHEL / Rocky / Alma / Fedora

sudo dnf install tigervnc

# Debian / Ubuntu / Pop! 0S

sudo apt install tigervnc-viewer

# Arch

sudo pacman -S tigervnc

That gives you the vncviewer command and, on most desktops, a "TigerVNC Viewer" entry in your
applications menu.

2. Find out which display is yours

Every person on the server gets their own desktop on their own port, so the first thing to do is find
out which one is yours. Open a command terminal, log in:

ssh identikey@ecee-cadence.int.colorado.edu

The very first time you connect it'll ask whether you trust the host. Type yes and press Enter. Then
enter your identikey password.

Now, on the Cadence server run this custom command:

ecee-whats-my-vnc

B brpe1954@ecee-cc-p-cade:~ X AF
[brpel95U@ecee-cc-p-cade ~]1$ ecee-whats-my-vnc
Your VNC display is :2 (port 5902)
From your workstation:
ssh -L 5982:localhost:5982 brpel95U@ecee—-cadence.int.colorado.edu
Leave this encrypted tunnel open. Then point TigerVNC at:
localhost: : 5962
Sign in with your IdentiKey username and password.
Please disregard the red "This connection is not secure" warning. That refers to
the VNC layer having no certificate of its own. Your session is encrypted
by the SSH tunnel opened in the previous step.

CLOSING vs LOGGING OUT

Closing the viewer window leaves your session running. Applications stay open,
programs keep running, and you can reconnect later exactly where you left off.

Choosing "Log Out" from the desktop menu ENDS the session and everything
running in it. You can log back into the display, but whatever you had open

does not come back from a full log out.

Your display is running now.

[brpel95U@ecee-cc—p-cade ~]1$



This tells you everything you need: your display number, your port, and the exact tunnel command
for your account.

Write down the port number it gives you. In the screenshot above it's 5902, but yours will be
different, that number is specific to you. Exit and close this SSH connection. We need to open a
new SSH tunnel with port forwarding.

First time logging in? If the command tells you that you don't have a display yet, that can
happen sometimes. The server sets up your remote desktop within about half an hour of
your access being approved. If it still doesn't work after an hour, email

itlpithelp@colorado.edu.

3. Open the SSH tunnel

The Cadence server doesn't accept unencrypted VNC connections from the network. The only way
in is through an SSH tunnel (or HTTPS), which is what's protecting your whole session. Now, open a
new SSH tunnel that forwards your remote desktop's port number back to your localhost, putting
your own port number in both places:

ssh -L 59XX:localhost:59XX identikey@ecee-cadence.int.colorado.edu

(J > Administrator: PowerShell X o || 2

PS C:\Users\brpel95l> ssh 5902:1localhost:5902 identikey@ecee-cadence.int.colorado.edu

The tunnel command. Port 5902 is used in this example, but you'll substitute with whatever ecee-
whats-my-vnc told you.

Enter your password and you'll land at a shell prompt again. That's what you want.

Leave this session open. That shell is the tunnel — close it and your VNC window
disconnects.

4. Point the viewer at the tunnel

From a terminal:

vncviewer localhost: :59XX

Or launch TigerVNC Viewer from your applications menu and type the same thing in the VNC
server box. And before you click Connect, consider clicking Options... for some additional
settings. (Started it with vncviewer instead? Press Ctrl+Alt+M once connected and choose
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Options from there.)

TigerVNC - X

VMC server: localhost:5902

Options... Load... Save as...

S

About... Cancel Connect

The TigerVNC client. Your window GUI will look like whatever your desktop uses, but it's the same
box and the same field.

Input: on a laptop trackpad, turn on Emulate middle mouse button. Clicking left and right
together then counts as a middle-click, which Virtuoso uses for its popup menu. Leave the
clipboard boxes checked.

Tiger'YNC options

Compression ~ View only (ignore mouse and keyboard)
Mouse
security  Emulate middle mouse button

~ Show local cursor when not provided by server

™ - F
-

Keyboard shortcuts Keyboard
v Always send all keyboard input in full screen

Display Clipboard
v Accept clipboard from server

Miscellaneous v Send clipboard to server

Cancel 8] gl

The Input tab. (Screenshots taken on Windows.)

Keyboard shortcuts: in full screen, every key goes to the remote desktop. Here are shortcuts to
get back out.



| TigerVMNC options

Compression Maodifier keys for keyboard shortcuts:

To release keyboard control from the session, press Ctri+alt,
Input

To pass all keyboard input to the session, press Cirl+AlK+G.

Keyboard shortcuts

To toggle full-screen mode, press Cirl+Alt+Enter.

Display To open the session context menu, press Ctri+AR+M.

Miscellaneous To send a key combination that includes Ctrl+Al directly to the

session, press Ctrl+Al+Space, release the space bar without
releasing Ctrl+Alt, and press the desired key.

Cancel QK <

The Keyboard shortcuts tab.

The two to remember. Ctri+Alt+Enter toggles full screen. Ctrl+Alt+M opens the
TigerVNC menu while you're connected.

Display: configure full screen for one or multiple monitors.



| TigerVMC options

Compression Display mode
Windowed
Security :® Full screen on current monitor:

Full screen on all monitors

Input Full screen on selected monitor(s)

Keyboard shortcuts

Miscellaneous

o=

Cancel QK

The Display tab.

Click OK, then Connect.
5. Sign in

VNC authentication

D Username:
|
Password:

Keep password for reconnect

Cancel oK 7

Your identikey username and password go here.

Enter your identikey username and password.



About that red "This connection is not secure" banner. Please disregard it. Your
connection is encrypted. That warning is about the VNC layer not having a certificate of its
own to prove its identity. It doesn't need one: you're already inside the SSH tunnel you
opened in the previous step, and SSH is doing the encrypting and identity checking.

6. You're in!
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Your desktop on the Cadence server.

This is Xfce, a lightweight Linux desktop. The Applications menu is in the top left corner, and
there's a dock along the bottom with a terminal, a file manager, and a web browser. Your home
directory on the server is yours and it persists i.e. files you leave there will be there next time. But
please save a copy of important files in your OneDrive, profiles may be wiped between semesters.

You can open the web browser in your Linux desktop and browse to www.onedrive.com for uploads

/ downloads to your personal cloud storage.

Closing vs. Logging out

It's good to know the difference between closing your VNC window and logging out of it.

What you do What happens

Close the viewer window Your session keeps running on the server. Applications
stay open, design verifications keep going, and when you
reconnect later everything is exactly where you left it.
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What you do

Log Out from the Applications menu

Coming back later

What happens

Your session ends and everything running in it is closed.
You can log back in, but you get a fresh desktop -
whatever you had open does not come back. If you know
you are done working for the day, go for this option.

Once you've done the setup once, reconnecting is a tunnel and a viewer. Your port number stays
the same, so you may consider adding this to ~/.ssh/config :

Host cadence
HostName ecee-cadence.int.colorado.edu
User identikey

LocalForward 59XX localhost:59XX

Then reconnecting is just ssh cadence followed by vncviewer localhost::59XX in a separate

terminal.

If something ever seems off, log in over plain SSH and run ecee-whats-my-vnc again. It will always
be right about your currently assigned port number, and your permissions to access a desktop.

When it doesn't work

What you're seeing

"Connection refused"

SSH says the local port is already in use

"Authentication failed" with a password you know is right

It connects, then the window closes a few seconds after
you enter your password

What to try

Usually that means the tunnel isn't up. Confirm it with ss
-tlnp | grep 59XX — you should see something listening
on 127.0.0.1. Then check you typed two colons in your
vncviewer localhost::59XX connection, and that the port
matches what your ecee-whats-my-vnc output says.

You may have an old backgrounded tunnel still running.
pkill -f 59XX:localhost and start fresh.

You might be trying to connect to somebody else's port.
Each desktop only accepts its own owner, and correct
credentials on the wrong port look exactly like a wrong
password. Re-run ecee-whats-my-vnc and confirm your
number.

That's probably something on the server side, not you.

Email itlpithelp@colorado.edu and we can take a look at it.
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What you're seeing

Your desktop is frozen and won't respond

The whole thing worked last week and doesn't now
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What to try

First try closing the viewer and reconnecting; a dropped
connection usually comes back on its own. If it's genuinely

stuck, email itlpithelp@colorado.edu and we can restart
your desktop session. But be aware that restarting means
anything unsaved in that session could be lost, so tell us in
your ticket description if you have work in flight.

Check the VPN first if you're off campus, then re-run ecee-
whats-my-vnc . If neither explains it, send us the error + a
screenshot of what you're seeing.
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